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PRFs
PRF
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VS.

Permutation

PRFs are highly important primitives for e.g.
encryption and authentication

Designing a dedicated pseudorandom function from
scratch is hard

Collision probabilities accumulate with every
iteration

Easier: Design a PRP and build a PRF from it

Simply using a PRP as a PRF reduces its security
to the birthday bound (O(2"/?)-bit for n-bit
permutation) [BKR94, BR06, CN08]

Better: Use simple provably secure constructions
= Many closely related developments. ..
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Fixed-output-length PRFs with Beyond-birthday-bound Security (1)

A. Dutta, E. List

m Hall et al. [HWKS98]: Truncating permutations
Output @ out of n bits = O(n — a/2)-bit PRF
security

m Bellare et al. [BKR98]: Sum of independent
permutations

m Various cryptanalysis [Luc00, DHT17, DNS22]:
sum is almost optimally (O(n)-bit) secure

SoP [BKR9S]

Truncation
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Fixed-output-length PRFs with Beyond-birthday-bound Security (II)

m Cogliati and Seurin [CS16]: Encrypted
Davies-Meyer (EDM) O(2n/3)-bit PRF security
m Mennink and Neves [MN17a]:
Improved security result to O(n)-bit
Proposed its dual EDMD

m Results based on assumptions on Mirror Theory for
general block size [NPV17, Pat1(]

Cogliati et al. [CDN*23] recently proved the Mirror-Theory result for general &max
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Fixed-output-length PRFs with Beyond-birthday-bound Security (llI)

m Gunsing and Mennink [GM20]:
Summation-Truncation Hybrid

m Trade-off between PRF security and output length

Yio| [Yia_ Y20 Y” m Outputs a bits from the first permutation call
Az m O(n — a/2)-bit security

STH [GM20]
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More Efficient Primitives (1)

A. Dutta, E. List

Hoang et al. [HKR15]:
m Proposed AEZ

m Proved security when instantiated with ideal
permutations

m Then, instantiated with four-round AES

Mennink and Neves [MN17b]:
m Proposed FastPRF
m Reduced the permutations in EDMD
m Claimed full PRF security though
m Instantiation AES-PRF with 5 + 5-rd. AES

FastPRF [MN17b]
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More Efficient Primitives (II)

m Andreeva et al. [ALPT19]:
ForkCipher as new primitive

m Fork secret middle state and branch for multiple
independent permutations

m |terate-Fork-lterate paradigm
m Goal: higher efficiency than 2 full PRPs

ForkPRP2 [ALP+19)]
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From Fixed- to Variable-output-length PRFs

m Iwata [lwa06]: extended SoP to
variable-output-length PRF called XORP

m Iwata et al. [IMV16]:
XORP[r] (with r branches) is
O(n — logy(1))-bit PRF-secure
m Andreeva et al. [ALPT19]:
Proposed MultiForkCiphers

XORP [Twa06]
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Core Observation

m Many closely related developments, but they seem not organized yet
m We propose an organization in a spectrum spanned by the dimensions of

PRF security
output length
forking
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Outline

Overview of our organization
Identify and fill the gaps that previous works left
Give formal security arguments for all constructions

Propose AES-based instantiation for most interesting constructions
ForkEDMD-CTR and ForkXORP-CTR

Report on software-implementation results
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Organization (1)
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(1) Fixed-output-length PRFs

PRP2 STH [GM20] SoP [BKRYS] EDM [CS16]
2n bits a + n bits n bits n bits
O(n/2) O(n —a/2) O(n) O(n)

m Trade-off: Output length (2n — n bits) vs. PRF security (n/2 — n bits)
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EDMD [MN17a]

n bits
O(n)
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(2) Extension to Variable-output-length PRFs

I

PLUT Erds

huJ‘ Yii Vi %Y'Q‘YH)’:L:{%X“NE_J%Y“
a ]

CTR STHXORP [This work] XORP [Twa06]
rn bits a+ (r — 1)n bits (r —1)n bits
O(n/2) O(n —a/2 —logy(r)) O(n — logy(r))

m Same trade-off between output length vs. PRF security
m Extension to VOL is trivial for PRP2, EDM, and EDMD

m Extension is not trivial for XORP and its STH variant
m We propose STH-XORPr]
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(3) Forking Fixed-output-length PRFs (I)

o
-

n
Yy
Y
D

Y'”J( Vi Yao[hYar 2
’
ForkPRP2 [ALP*19] ForkSTH [This work] ForkPRF [This work] FastPRF [MN17b] FastPRF-EDM [MN17b](*)
2n bits a + n bits n bits n bits n bits
O(n/2) O(n—a/2) O(n) O(n) O(n)

m Andreeva et al. introduced forking

m We propose ForkPRF as a forked version of SoP
m We propose ForkSTH as a generalization of ForkPRP2 and ForkPRF
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(4) Multiple Forks for Forked Variable-output-length PRFs (1)
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ForkSTHXORP [This work]

mForkPRP using IFIM [ABPV21]
rn bits a+ (r — 1)n bits
O(n/2) O(n —a/2 —logy(r))

m Multi-ForkCipher by Andreeva et al. [ALPT19, ABPV21]

extends ForkCipher to forked VOL-PRFs

m We propose ForkXORP[r]: Extends ForkPRF similarly

‘
Byt

-7
Cal - [o]
ForkXORP [This
(r— 1)n bits

O(n — logy(r))

fork several blocks and add first output to each of the other bottom-permutation outputs
m We propose ForkSTHXORPJr] for the spectrum between mForkPRP[r] and ForkXORP][r]
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(4) Multiple Forks for Forked Variable-output-length PRFs (lI)
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ForkEDM-CTR [This work] ForkEDMD-CTR [This work] and [ACV+22]
rn bits rn bits
O(n —log,(r)) O(n —log,(r))

We propose ForkEDM-CTR as a forked VOL-PRF extension of EDM
Needs multiplications in GF(2") to prevent trivial collisions

Similarly: ForkEDMD-CTR as a forked VOL-PRF extension of EDMD
Similar parallel work: ButterKnife [ACLT22]
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Are Those All Optimally Secure Constructions?

m Chen et al. [CMP21] analyzed PRFs with two permutation calls
m Only six constructions provided optimal PRF security:

m SoP, EDM, and EDMD
m And their variants with the input summed to the output

m Latter variants just add redundancy
=—> We have covered all close-to-optimally secure variants
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Proof Strategy

m We consider a treatment with pairwise independent random permutations

m Can use existing results from Mirror Theory
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Conversion from VOL-PRF to Nonce-based Modes

Table: Comparison of the considered constructions. Security is given for n-bit tweaks 7. (*) The dual
variant of FastPRF, i.e., FastPRF-EDM was considered but not proposed by [MN17b].

Calls/block Output PRF Sec.
Construction N My Ny (bits) (bits)  Reference
Fixed-input length and fixed-output length
FastPRF - 1 1 n n  [MN17b]
FastPRF-EDM - 1 1 n n  [MN17b] (*)
ForkPRP2 - 1 2 2n n/2 [ALPT19]
ForkPRF - 1 1 n n  [This work]
ForkSTH - 1 2 n+a n—a/2 [This work]
Fixed-input length and variable-output length
mForkPRP[r] - 1 r rn n/2 [ABPV21]
MFClr] - 1 7 rn n  [ABPV21]
mlFI/ButterKnife - 1 r rn n —log,(r/2) [ACLT22]
ForkSTHXORP|[r] - 1 r (r—=1)n+a n—a/2—log,(r) [This work]
ForkXORP[r] - 1 r (r—=1)n n  [This work]
ForkEDM-CTR([r] - 1 r rn n  [This work]
ForkEDMD-CTR([r]| - 1 r rn n  [This work]
STHXORP|r] r - - (r—=1)n+a n—a/2—log,(r) [This work]
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Conversion from VOL-PRF to Nonce-based Modes

Theorem 1

Let £[C[r]~] be a variable output length PRF instantiated with a function C[r]~ set of pairwise
independent secret permutations 7 = (71, ..., Tr41), Where 71, ..., m41 « (Perm({0,1}™) !, Let
D’ be an adversary on the PRF security of C[r]x. Then, for any distinguisher D on the nE security of
E[C[r]=], it holds that

AdvElci,) (D) < [ 4] - AdvEf, (D).
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Goal
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ForkXORP [This work]

ForkEDMD-CTR [This work] and [ACV+22]

Forking Sums of Permutations for Optimally Secure and Highly Efficient PRFs

Goal:
m ForkXORP and ForkEDMD-CTR most
promising for efficiency

m Find efficient instantiation using
round-reduced standardized primitive

Requirements:
m Need pairwise independent permutations
m Can use tweaks
m Need only small tweaks for domains
m Need good tweak-difference diffusion
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ElasticTweak Framework (1)
[CDJ*19, CDJ+21]

m Chakraborti et al. [CDJ*19, CDJ*21]: ElasticTweak framework
m Expands very small tweaks with code

m For AES: four-bit tweak T = (to, t1, t2,t3) is expanded to eight bits as
(ta,ts,te,t7) =J - TT:

ty 01 1 17 [t
ts| |1 0 1 1] |t
ts|l |1 1 0 1| |t
ty 1 1 1 0| [t
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ElasticTweak Framework (1)
[CDJ*19, CDJ+21]

For AES: 4-bit tweak, Isbs of bytes in top row
Code is used to generate second row
Branch number 4: four active bytes (gray)

Possible tweak-difference patterns:
RN
[ 1T

= at least three active diagonals

Chakraborti et al. injected tweak only at every second round
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Fork TweAES

Settings
g%h’”
Cryptanalysis must consider three settings
m Setting (1): Different
bottom-permutation branches (distinct
o branch indices i and j, with
pS— e 1l . i,j € {1..15}) of the same chunk.
Feor]| | [FEeear] m Setting (2): Equal branches i from
[rErom)| | | [REmem) B different chunks.
: ; m Setting (3): Different branches i and j
[rix~—ori]| | |[RE"oT] from different chunks.
= I==
5 S I—s
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Fork TweAES
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[Ri+ e 7]
[RE+F e 1]
¥
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AES rounds as primitive

ElasticTweak code 4-bit tweak expansion
for up to 15 branches

Use r; = 5 rounds at top (differentials)

Use r, = 7 rounds at bottom (rectangles,
ID, differentials)

Adopts n-bit branch constants BC? at
forking point from ForkAES (inter-branch
differentials)

Tweaks are injected in every round except
the final one (enough active S-boxes in
rectangle differentials)

Tweak injected at start of bottom

More round keys: Iterate AES key
schedule further (as in ForkAES)

Top Tweak is 0 to avoid tweak injections
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Implementation Results

Table: Performance in cycles per byte for our instantiations with selected number of branches r and
up to 16 chunks with AES-NI, SSE4.1, and AVX2 on Intel i5-1240P.

(a) XORP-AES-10([r]. (b) ForkXORP-AES-5-7[r].
#Chunks of 16(r — 1) bytes #Chunks of 16(r — 1) bytes
T 1 2 3 4 8 12 16 r 1 2 3 4 8 12 16
4 0.82 077 0.86 081 0.66 0.64 0.64 4 091 083 0.88 081 0.64 0.62 0.62
5 0.75 0.82 0.78 0.73 0.60 0.60 0.60 5 0.81 0.81 0.80 0.70 0.55 054 0.54
8 0.74 0.78 0.60 0.57 0.55 0.55 0.55 8 0.82 0.68 0.60 049 045 045 0.45
15 0.89 0.66 0.61 0.59 056 055 0.55 15 0.64 049 045 043 041 040 0.40
(c) EDMD-CTR-AES-10. (d) ForkEDMD-CTR-AES-5-7[r].
#Chunks of 167 bytes #Chunks of 167 bytes
r 1 2 3 4 8 12 16 r 1 2 3 4 8 12 16
4 1.17 1.22 110 097 095 095 0.95 4 0.71 0.75 0.66 0.62 049 047 0.47
5 1.13 1.22 1.09 1.00 0.95 096 0.95 5 0.62 0.67 0.63 0.54 045 0.44 0.43
8 1.22 097 095 095 095 0.95 0.95 8 0.73 0.65 0.54 046 044 043 0.43
16 097 095 095 095 095 095 0.95 15 0.58 047 042 042 041 0.41 0.39
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Summary
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Forking Sums of Permutations for Optimally Secure and Highly Efficient PRFs

Spectrum view of the close-to-optimal
secure PRFs with at most sums of two
permutations
Organize by

PRF security

output length
forking

Identified and filled gaps

Proposed instantiation based on
round-reduced AES with tiny tweaks

We acknowledge the parallel and
independent work by Andreeva et al.
[ACL™22] on ButterKnife
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Open Aspects

Future work can try to further. ..

m ...increase understanding of our instantiation
B ...increase the understanding of such settings
m ... find lightweight instantiations from GIFT or SKINNY
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Fork TweAES

Preliminary Cryptanalysis
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Differential bounds

Table: Lower bounds on the number of active S-boxes in small-tweak AES-based TBCs with difference
only in the tweak.

(a) Plaintext or tweak active. (b) Difference from branch constants.
#Rounds #Rounds
Construction 1 2 3 4 5 6 7 8 9 10 Construction 1 2 3 4 5 6 7 8 9 10
Active plaintext or tweak ForkTweAES 14 15 19 23 28 32 36 40 44 48
ForkTweAES 0 4 8 14 18 22 26 30 34 38 TweAES [CDJ+21] 14 20 21 21 25 35 39 45 48 5l
TweAES [CDJT21] 0 0 4 15 19 20 27 30 34 40 Kiasu-BC [?] 14 15 18 20 24 32 36 40 43 48
Kiasu-BC [7] 0 1 4 8 18 22 2 28 33 38

Active tweak

ForkTweAES 4 11 18 21 25 29 34 38 42 46
TweAES [CDJ*21] 20 20 27 30 34 40 44 50
Kiasu-BC [?] 17 23 25 26 29 37 44 50

— o
—
Ny

m We need diffusion in the first few rounds
m Against bommerangs/rectangles
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ForkXORP

Theorem 2

Let r, n, and g be positive integers with n > 30 and

q < 2"/12(r +1)%. Let mo, m1, - .., T « Perm({0,1}™) be
o 1 independent random permutations. Let D be a PRF

- distinguisher on the construction ForkXORP, x,,...,x,-

Y) Y, Ys
Y ® N—e N—o Then

ForkXORP [This work]

H

AdVEErEXORP[r] (D) <
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ForkEDMD-CTR

Theorem 3

Let r,n, and g be positive integers with n > 7 and

q < 2"/12(r +1)? and 7o, 71, 72, - - . , T « Perm({0,1}™)
be independent random permutations. Let D be a PRF
distinguisher on the construction
ForkEDMD-CTRz, 7y ,70,...,,.- Then

PRF
Adv = D)=0.
ForkEDMD-CTR [This work] and [ACV+22] RCKERIY CTR[T]( )
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ForkEDM-CTR

Theorem 4

Let n, 7, and g be positive integers with n > 30 and

q < 2"/12(r + 1)%. Let 7o, 71, .., T « Perm({0,1}") be
independent random permutations. Let further D be a PRF
distinguisher on the construction ForkEDM-CTRr; x1,...,7,-
Then

AdVEErEEDM—CTR[T] (D) <

ForkEDM-CTR [This work]
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STHXORP and ForkSTHXORP

STHXORP [This work]

Theorem 5

Let r, n, a, b and g be positive integers with r» > 2,
a+b=mn,and ¢ <2°72 and ¢ < 2"/(2r). Let

IIy, ..., I, « Perm({0,1}™) be independent random
permutations. Let D be a PRF distinguisher on the
construction STHXORP, [I1;, Io, . .., IL,]. Then

PRF 4\"(_rq 2
Advstixore, (D) < <§ (2n—a/3)
b—2

a—1 16rq : PRF
+2 o + Advine, (rq) -
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